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Abstract of the contribution: This contribution discusses on the QoS differentiation issue when accessing to PLMN services via SNPN and vice versa and provides solution.
1 Discussion
It is still FFS for support QoS differentiation for access to PLMN services (e.g. IMS voice) via SNPN (stand-alone non-public network) and vice versa.
	S2-1901329 endorsed

5.X.2.7
Access to PLMN services via stand-alone non-public networks

A UE in SNPN mode of operation may access PLMN services following the same architectural principles as specified in clause 4.2.8 and the SNPN taking the role of “Untrusted non-3GPP access”. 

Editor's note: The need to support QoS differentiation for access to PLMN services via non-public networks is FFS.

5.X.2.8
Access to stand-alone non-public network services via PLMN

A UE may access SNPN services following the same architectural principles as specified in clause 4.2.8 and the PLMN taking the role of “Untrusted non-3GPP access”. 

Editor's note: The need to support QoS differentiation for access to PLMN services via non-public networks is FFS.

	23.734: 8.4
Conclusion for key issue 6 "Accessing PLMN services via non-public networks and vice versa"
It is recommended to progress solution #20 for normative specifications (only a clarification needs to be added that access to 5GC via an untrusted access now also applies to accessing 5GC using NG-RAN). 

As illustrated in solution #21, seamless service continuity between NPN and PLMN can be achieved by dual radio support. Support for seamless service continuity with UE supporting dual radio is assumed to not require any specific protocol changes.

It is agreed to allow discussions for following aspects during the normative phase:

1.
the ability to avoid dropped packets; and

2.
QoS (for the NPN signalling/data carried in PLMN PDU Session or vice versa).
NOTE:
For each of the above possible enhancements, input is required on justification for the enhancement and the impacts to enable decisions on a way forward.


In order to support "Accessing PLMN services via SNPN networks and vice versa", the N3IWF based architecture was reused. So the UE’s PLMN PDU session and PLMN NAS signalling are carried over the IPsec SA over Nwu interface. And the related IPsec SA data will be transmitted over the SNPN PDU session.
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Figure-1 user plane protocol 
The SNPN will be transparent to the PLMN’s NAS signalling and user plane data and QoS differentiation within the SNPN for PLMN’s services is unspecified (e.g., probably falls back to be best effort). However, PLMN services are benefited with QoS differentiation within the SNPN, e.g. IMS service offered via PLMN. The IMS service is too complex, expensive and probably not to be deployed in the SNPN, but the user, the SNPN and the PLMN still would like the UE to access to IMS voice with guaranteed QoS.
The following figures show the protocol stacks in the UE over NWu toward the N3IWF. The key here is that SPI (Security Parameter Index) is different for signalling SA and each child SA(s). 
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Figure-2 signalling IPsec SA 
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Figure-3 IPsec child SA
SPI is already part of the QoS rules that can be used by the UE to request QoS in SNPN via PDU SESSION MODIFICATION REQUEST, i.e. the UE triggers PDU session modification with requested QoS flow description and requested QoS rule. In the requested QoS rule, the SPI type QoS rule has also supported.
	Ref: TS 24.501:

8.3.7      PDU session modification request
8.3.7.1          Message definition
The PDU SESSION MODIFICATION REQUEST message is sent by the UE to the SMF to request a modification of a PDU session. See table 8.3.7.1.1.

Message type:   PDU SESSION MODIFICATION REQUEST
Significance:   dual
Direction:      UE to network
Table 8.3.7.1.1: PDU SESSION MODIFICATION REQUEST message content
IEI
Information Element
Type/Reference
Presence
Format
Length
 
Extended protocol discriminator
Extended protocol discriminator
9.2
M
V
1
 
PDU session ID
PDU session identity
9.4
M
V
1
 
PTI
Procedure transaction identity
9.6
M
V
1
 
PDU SESSION MODIFICATION REQUEST message identity
Message type
9.7
M
V
1
28
5GSM capability
5GSM capability
9.11.4.1
O
TLV
3-15
59
5GSM cause
5GSM cause
9.11.4.2
O
TV
2
55
Maximum number of supported packet filters
Maximum number of supported packet filters
9.11.4.9
O
TV
3
B-
Always-on PDU session requested
Always-on PDU session requested
9.11.4.4
O
TV
1
13
Integrity protection maximum data rate
Integrity protection maximum data rate
9.11.4.7
O
TV
3
7A
Requested QoS rules
QoS rules
9.11.4.13
O
TLV-E
7-65538
79
Requested QoS flow descriptions
QoS flow descriptions
9.11.4.12
O
TLV-E
5-65538
7F
Mapped EPS bearer contexts
Mapped EPS bearer contexts
9.11.4.8
O
TLV-E
7-65538
7B
Extended protocol configuration options
Extended protocol configuration options
9.11.4.6
O
TLV-E
4-65538
Table 9.11.4.13.1: QoS rules information element
QoS rule identifier (octet 4)
The QoS rule identifier field is used to identify the QoS rule.
Bits
8 7 6 5 4 3 2 1
0 0 0 0 0 0 0 0  no QoS rule identifier assigned
0 0 0 0 0 0 0 1  QRI 1
        to
1 1 1 1 1 1 1 1  QRI 255
The network shall not set the QRI value to 0.
 
……
 
Packet filter component type identifier
Bits
8 7 6 5 4 3 2 1
0 0 0 0 0 0 0 1  Match-all type
0 0 0 1 0 0 0 0  IPv4 remote address type
0 0 0 1 0 0 0 1  IPv4 local address type 
0 0 1 0 0 0 0 1  IPv6 remote address/prefix length type
0 0 1 0 0 0 1 1  IPv6 local address/prefix length type
0 0 1 1 0 0 0 0  Protocol identifier/Next header type
0 1 0 0 0 0 0 0  Single local port type
0 1 0 0 0 0 0 1  Local port range type
0 1 0 1 0 0 0 0  Single remote port type 
0 1 0 1 0 0 0 1  Remote port range type
0 1 1 0 0 0 0 0  Security parameter index type
0 1 1 1 0 0 0 0  Type of service/Traffic class type
1 0 0 0 0 0 0 0  Flow label type
1 0 0 0 0 0 0 1  Destination MAC address type
1 0 0 0 0 0 1 0  Source MAC address type
1 0 0 0 0 0 1 1  802.1Q C-TAG VID type
1 0 0 0 0 1 0 0  802.1Q S-TAG VID type
1 0 0 0 0 1 0 1  802.1Q C-TAG PCP/DEI type
1 0 0 0 0 1 1 0  802.1Q S-TAG PCP/DEI type
1 0 0 0 0 1 1 1  Ethertype type
All other values are reserved.
 
The description and valid combinations of packet filter component type identifiers in a packet filter are defined in 3GPP TS 23.501 [8].
 
For "match-all type", the packet filter component shall not include the packet filter component value field.
 
For "IPv4 remote address type", the packet filter component value field shall be encoded as a sequence of a four octet IPv4 address field and a four octet IPv4 address mask field. The IPv4 address field shall be transmitted first.
 
For "IPv4 local address type", the packet filter component value field shall be encoded as defined for "IPv4 remote address type".


For "IPv6 remote address/prefix length type", the packet filter component value field shall be encoded as a sequence of a sixteen octet IPv6 address field and one octet prefix length field. The IPv6 address field shall be transmitted first.


 
For "IPv6 local address/prefix length type", the packet filter component value field shall be encoded as defined for "IPv6 remote address /prefix length".
 
For "protocol identifier/Next header type", the packet filter component value field shall be encoded as one octet which specifies the IPv4 protocol identifier or Ipv6 next header.
 
For "single local port type" and "single remote port type", the packet filter component value field shall be encoded as two octets which specify a port number.
 
For "local port range type" and "remote port range type", the packet filter component value field shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first.
 
For "security parameter index", the packet filter component value field shall be encoded as four octets which specify the IPSec security parameter index.
 
For "type of service/traffic class type", the packet filter component value field shall be encoded as a sequence of a one octet type-of-service/traffic class field and a one octet type-of-service/traffic class mask field. The type-of-service/traffic class field shall be transmitted first.
 
For "flow label type", the packet filter component value field shall be encoded as three octets which specify the IPv6 flow label. The bits 8 through 5 of the first octet shall be spare whereas the remaining 20 bits shall contain the IPv6 flow label.
 
For "destination MAC address type" and "source MAC address type", the packet filter component value field shall be encoded as 6 octets which specify a MAC address.
 
For "802.1Q C-TAG VID type", the packet filter component value field shall be encoded as two octets which specify the VID of the customer-VLAN tag (C-TAG). The bits 8 through 5 of the first octet shall be spare whereas the remaining 12 bits shall contain the VID.
 
For "802.1Q S-TAG VID type", the packet filter component value field shall be encoded as two octets which specify the VID of the service-VLAN tag (S-TAG). The bits 8 through 5 of the first octet shall be spare whereas the remaining 12 bits shall contain the VID.
 
For "802.1Q C-TAG PCP/DEI type", the packet filter component value field shall be encoded as one octet which specifies the 802.1Q C-TAG PCP and DEI. The bits 8 through 5 of the octet shall be spare, the bits 4 through 2 contain the PCP and bit 1 contains the DEI.
 
For "802.1Q S-TAG PCP/DEI type", the packet filter component value field shall be encoded as one octet which specifies the 802.1Q S-TAG PCP. The bits 8 through 5 of the octet shall be spare, the bits 4 through 2 contain the PCP and bit 1 contains the DEI.
 
For "ethertype type", the packet filter component value field shall be encoded as two octets which specify an ethertype.



Proposal: In order to support the QoS differentiation requirement of the PLMN QoS flow with the least impact, it is proposed to have the UE to perform the QoS mapping from the PLMN QoS flow to the SNPN QoS flow.

For signalling IP sec SA

· In the scenario of N3GPP, the N3IWF has already separated the IPsec SA for NAS and IPsec SA for user plane data. So upon reception of the signalling IPsec SA setup from the N3IWF, the UE can request a SNPN QoS flow solely for the NAS signalling and set the packet filter to the SPI of the signalling IPsec SA.
For the data IPsec SA
· The N3IWF allocates the IPsec child SA for QoS flow.
· The UE has already get the associated QFI during the IPsec SA setup and the QoS flow description during the PDU session modification procedure from the PLMN, the UE can easily do the mapping and request a QoS flow from the SNPN and set the packet filter in the QoS rule to the IPsec SA.

Summary impact on the 5GS
For QoS differentiation issue: QoS (for the SNPN signalling/data carried in PLMN PDU Session or vice versa).

· SNPN: no impact 

· PLMN 5GC, including N3IWF: no new impact

· TS 23.502 already requires N3IWF to allocate signalling IPsec SA solely for NAS signalling and to allocate separate IPsec Child SA for QoS flow of the PLMN.

· UE: 

· Upon reception of the signalling IPsec SA setup from the N3IWF of the PLMN, the UE shall request the SNPN to setup a QoS flow solely used for the signalling IPsec SA. The UE shall provide to the SMF of the SNPN the SPI of the signalling IPsec SA as the packet filter of the requested QoS flow and the priority in the requested QoS flow description as the highest priority in the PDU session.

· Upon reception of the IPsec child SA setup (i.e, for user plane data) from the N3IWF of the PLMN, the UE shall request SNPN to setup the QoS flow for each IPsec child SA. The UE shall provide to the SMF of the SNPN the requested QoS flow description based on the QoS flow description (e.g, QFI(s)) associated with the IPsec child SA and the SPI of the IPsec child SA as the packet filter of the requested QoS flow. 
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